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1. PURPOSE

The purpose of this document is to define the procedures of Fayetteville Technical Community College (FTCC) Management
Information Services (MIS) staff to effectively use KnowBe4 to provide Security Awareness Training to help manage the IT
security problems of social engineering, spear phishing and ransomware attacks.

2. SCOPE

These procedures apply to all FTCC staff, whether full or part-time. In the event that any particular information at FTCC is
governed by more specific requirements under other College policies or procedures the more specific requirements shall take
precedence over these procedures to the extent there are any conflicts.

3. ACRONYMS / DEFINITIONS

FTCC. Fayetteville Technical Community College.

MIS. Management Information Services.

AD. Active Directory. A directory service, such as Active Directory Doman Services (AD DS), provides the methods for storing
directory data and making this data available to network users and administrators. For example, AD DS stores information
about user accounts, such as names, usernames, email addresses, phone numbers, and so on, and enables, other authorized
users on the same network to access this information.

KNOWBEA4. A security awareness training and simulated phishing platform.

PHISHING. The fraudulent practice of sending emails purporting to be from reputable companies in order to induce individuals
to reveal personal information, such as passwords and credit card numbers.

4. PROCEDURES

4.1. KNOWBE4 IS USED TO PROVIDE SECURITY AWARENESS TRAINING.

Training can be accessed from the Desktop Icon & or through link in the training notification email:
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Dear User,

¥ou are now enrolled in Test. You must cormplete this training by 09/20/2021.
The assignments you've been enrolled in are displayed below,

10 Warys to Avaid Phishing Scams with Quiz

Please use this Bnk to start your training:

ENOWBES LOGIN

Lagin with AD credentials:

u : achy 567

Afver completion of each course, Please remember to hit the “complete™ butten. At that time, you should also download, print out and save
your cartificates for your records. Onece the tralning medules are closed, you wen't have an opportunity to go back and print your

certificates.

This is required training. It is important that youw complete this training before the deadline, Thank you for helping to keep our organization safe

froam cybercrime.
sincernchy,

MIS Support Team

4.2 You will login using your AD credentials  Ad\username4567

Password

Sign in

Fayetteville Tech CC

Sign in with your organizational account

someone@example.com
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4.3 If you do not have access to your desktop and have deleted the notification email, go to https://training.knowbe4.com

and enter your email address (username@faytechcc.edu) and click Next. You will then enter you AD credentials to access
your training:

KnowBe4

Hurnan error. Conquered.

To start with KnowBe4 enter your email address below

Email:

4.4 Once you are logged in, available training will be listed:
5. EXCLUSIONS / EXCEPTIONS
No approved exceptions exist at this time.

6. RELATED COLLEGE DOCUMENTS, FORMS, AND TOOLS

& Engishus) - @[ oa e

Security Culture Survey

Wt 10 minutes X sbout 1 manth left

Security Culture Survey

pact security in an
ure to th...

7. DOCUMENT ADMINISTRATION
7.1 DOCUMENT OWNER

This document is owned by Management Information Services Office which is responsible for its content and maintenance.
For questions or comments, please email help@faytechcc.edu.

7.2 DOCUMENT REVIEW
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This document is subject to periodic review to validate the content remains relevant and up-to-date. Significant or
material changes to this document must be submitted to the AVP for MIS and ISE for review and comment prior to

adoption.

7.3 CHANGE HISTORY

Version | Description Author Date

1.0 Publication M 08/2021
7.4 APPROVAL HISTORY

Version | Name Title Date

1.0 James Locklair System Administrator 08/2021

8. APPENDIX
N/A




